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1 Introduction

Edward Snowden’s revelations about the mass surveillance capabilities of the
United States’ National Security Agency (NSA) and its partners have created a
unique opportunity to work towards the adoption of multilateral human rights-
compliant standards for government surveillance conducted against nationals
of other countries. While there is certainly much to debate about privacy
concerns of citizens vis-a-vis their own security services, the core foreign policy
problem is that there are no clear national standards protecting the privacy of
one nation’s citizens from the intelligence gathering operations of another.
Moreover, to the extent that such standards can be derived from international
law, there are few or no mechanisms of oversight or accountability that could
give meaningful effect to such guarantees. These problems are compounded
by the global nature of the Internet’s infrastructure, where the distinction
between foreign and domestic Internet communications is often difficult to
discern.

The NSA conducts intelligence gathering operations that intercept and store
enormous quantities of data from global communications networks. These
bulk collection programmes are conducted either by collecting data directly
from the cables and servers that carry them or by compelling commercial
service providers to supply such information. These data “haystacks” are later
searched for operational intelligence “needles”. There is now an intense
debate over how to restrict and control both the interception and the analysis
of all of these communications. This paper focuses on the rules that govern the
communications of private individuals who live outside a country that is
collecting their data, and who do not enjoy the same privacy protections as its
citizens.

While the US may be unique in terms of its sheer capacity to collect data, all
states with established national security structures engage in broadly similar
practices, intercepting communications in real time and compelling service
providers to retain and disclose data. The general failure to recognise the
privacy rights of non-nationals is by no means limited to the US or its partners
in the so-called “Five Eyes” alliance (UK, Canada, Australia and New Zealand).
On the contrary, few if any countries — democratic or otherwise — offer the
kinds of protections for foreign nationals subject to their intelligence gathering
operations that are now being demanded of the US government.
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The United Nations’ General Assembly has taken tentative steps in the
direction of new international standards regarding the right to privacy in the
context of extraterritorial and transnational surveillance programmes." But it is
currently inconceivable that the surveillance reforms that are necessary in the
light of the Snowden revelations can be achieved through a UN Convention, an
additional protocol to the International Covenant on Civil and Political Rights
(ICCPR), or ushered in through the adoption of a “digital bill of rights”. It is
possible that in the absence of progressive reform, public outrage over the
spying scandal might instead encourage moves toward “technological
sovereignty” — driving a set of proposals to create protected, national
information infrastructures. Some have warned that this trend could pull apart
the norms and technical standards that support an open, global Internet.’

Notwithstanding the scale of the challenge of modernising international norms
and reforming the national security laws of nation states, there will never be a
better opportunity to effect change. Snowden's public disclosures have
triggered major debate in democratic states about the proper balance
between liberty and security. This is of course not the first time that the US
government has dispensed with democratic checks-and-balances in the name
of counter-terrorism. Many of the fundamental issues, however, transcend US
“exceptionalism”, and require an international effort that can unite civil
society, business and government leaders behind an agenda for the mutual
restriction of digital surveillance powers in all democratic nations. To this end,
this paper attempts to map a path toward new international standards for
foreign intelligence collection, in order to achieve increased transparency,
control and oversight of national surveillance practices.

We begin by providing a basic comparison of the legal frameworks governing
foreign surveillance law in the US and selected EU Member States. We then set
out the applicable international human rights law and major reform initiatives
in as far as they relate to foreign surveillance and its oversight. This exercise
suggests that — while still falling short of many people’s expectations — the
legal framework for foreign intelligence collection in the US, as enhanced by
the Presidential Policy Directive of January 2014, contains much clearer rules
on the authorisation and limits on the collection, use, sharing and oversight of
data relating to foreign nationals than the equivalent laws of almost all EU
Member States. In the absence of clear and specific rules in other countries,
ironically the US now serves as a baseline for foreign surveillance standards —
although the European Convention on Human Rights, which requires the
protection of the rights of all those within States parties’ jurisdiction, sets a
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higher general standard than the US government’s interpretation of its
international human rights law obligations as applying only within its own
territory.?

Our goal is to work toward the establishment of a high ceiling rather than a low
floor for human rights protection and accountability. In this vein, we attempt
to identify key issues relevant to all signals intelligence reform efforts and to
provide an analytical framework to guide the development of new standards
and realistic options for reform.
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2  Existing foreign intelligence gathering standards

The structures and powers of national security agencies vary widely, but in the
US and EU Member States the surveillance of foreign nationals and the
collection of communications that originate outside their territory
predominantly take place under the rubric of ‘signals intelligence’ (SIGINT).
This practice was first developed by military intelligence agencies to spy on
adversaries in times of war and conflict, and is traditionally conceived of as
‘espionage’. A failure to check the power and expansion of these military
agencies, combined with the revolution in information and communication
technologies and the ‘exceptionalism’ of the post-9/11 era, has massively
amplified the scope and impact of SIGINT collection. We are primarily
concerned with the criteria governing the authorisation of foreign surveillance
operations and the oversight of such decisions. We first analyse the situation in
the US, where regulation has developed since the 1970s, before assessing
comparable standards in European countries, where many intelligence
agencies were all but unregulated until the 1990s. We will also consider the
role of the private sector — which is in the position of both legal accomplice to
state surveillance and expected defender of its users’ privacy — and the need
for stronger commitments on data storage, transparency and policies on the
handling of requests from security agencies for customer data that are
necessary for any new intelligence standards to be credible and effective.

Two caveats are necessary. First, it is important to distinguish between foreign
intelligence gathering and the collection of evidence in transnational
investigations and prosecutions. This is because it has been suggested, quite
widely, that one of the principal reasons that foreign intelligence gathering
programmes have become so extensive is that the mutual legal assistance
treaties (MLATs) that govern cross-border information exchange are too
cumbersome to be relied on in cases where information relating to an
individual in one state is urgently needed by investigators in another. This may
be true up to a point (provisions for expedited requests between the EU and
Us, for example, were included in a 2003 framework MLAT that entered into
force in 2010)," and there are strong arguments for establishing the principle
that transnational surveillance should as far as possible take place in
accordance with MLAT principles and procedures, with any “national security”
exceptions properly proscribed; but revised or expedited MLAT procedures are
likely to have little or no impact on the gathering of intelligence for national
security purposes as currently practiced. Somewhat paradoxically, the
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evidence suggests a “bottleneck” in MLAT requests to the US government by
foreign law enforcement agencies, rather than the other way around.’

A second, related problem is that the traditional distinctions (and firewalls)
between intelligence gathering for national security purposes and the
collection of intelligence and evidence in the course of criminal investigations
have become increasingly blurred in areas such as counter-terrorism and
cyber-security. Allegations that national security arrangements in the US have
been used to circumvent domestic due process requirements and to “launder”
intelligence material into evidence (so-called ‘parallel construction’) are
particularly troubling.® While these issues are largely beyond the scope of this
paper, it is clear that any attempt to constrain the scope and breadth of
foreign intelligence gathering must include controls on the use and
transmission of data obtained for national security purposes.

2.1 Rules on foreign intelligence gathering in the US

SIGINT and foreign intelligence collection in the US is regulated by the Foreign
Intelligence Surveillance Act (FISA), the PATRIOT Act, and various Executive
Orders and Directives. Enacted after the Watergate scandals, FISA introduced
various controls on the interception of telecommunications within the US
targeting foreign powers or their agents but left greater leeway for targeting
foreigners.” The collection of data on persons outside US territory was not
covered by the legislation at this time. A separate Executive Order (12333)
later provided explicit procedures for targeting Americans abroad, and the
2008 FISA Amendments Act (FAA) introduced the requirement of warrants for
such operations.®

Under FAA section 702, subject to a certificate granted by the Foreign
Intelligence Surveillance Court (FISC), foreigners can be targeted for a broad
range of purposes as set out in the (classified) National Intelligence Priorities
Framework. The precise purpose and target(s) of these orders are kept secret.
FISA stipulates that “no United States person may be considered a foreign
power or an agent of a foreign power solely upon the basis of activities
protected by the first amendment to the constitution of the United States” and
requires the court to determine that facts presented in support of the order
are “not clearly erroneous”. Section 215 of the PATRIOT Act 2001 allows
security authorities to obtain any kind of “tangible” business records, including
metadata, from a range of private-sector businesses. The first of the “Snowden
Files” showed that s.215 was being used to collect metadata on telephone calls
in bulk and s.702 to collect communications data directly from the servers of
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Internet service providers. Both statutes provide for the retention of data for
up to five years. Further powers to collect “non-content” related business
records are available to the FBI in national security investigations in the form of
“National Security Letters”, which are not subject to any kind of judicial
authorisation and may contain non-disclosure provisions.

On 17 January 2014, following the completion of the President’s Review Group
on Intelligence and Communications Technologies (see further section 4), the
US government issued Presidential Policy Directive (PPD) 28 on “Signals
Intelligence Activities”. It provides new protections for non-citizens living
outside the US but falls short of the safeguards FISA provides to US persons at
home and abroad.’ More detailed policies and procedures relating to the use
of SIGINT are required by the PPD within one year.

PPD-28 begins by noting that in the post-Snowden era, the US must take
account of the costs of disclosing surveillance practices directed against non-
US persons, in particular against private citizens. The US needs the cooperation
of other governments on matters such as combating terrorism and supporting
what the Directive refers to as “an open secure global Internet”, so
maintaining the trust of foreign citizens is an important consideration. The PPD
thus specifies that:

All persons should be treated with dignity and respect, regardless of
their nationality or wherever they might reside. And that all persons
have legitimate privacy interests in the handling of their personal
information in determining why, whether, when, and how the United
States conducts signals intelligence activities.

The Directive provides new limits on the purposes for which information may
be collected on non-US persons abroad — counter-espionage, terrorism, cyber
warfare, threats to US armed forces or transnational crimes — and rules out the
collection of information for the purpose of “suppressing or burdening
criticism or dissent, or for disadvantaging persons based on their ethnicity,
race, gender, sexual orientation or religion”. The Directive also explicitly rules
out the collection of information for the purpose of gaining a competitive
advantage for US business.

Asserting that the US government must continue to collect information in bulk
but recognising the threat to privacy of non-US persons, the Directive imposes

new limits on the use of signals intelligence collected in bulk, in order to
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“protect the privacy and civil liberties of all persons, whatever their nationality
and regardless of where they might reside”. In particular, data collected in bulk
will be used only for specific purposes enumerated in the Directive and not for
the much broader purposes contained in FISA and other intelligence directives.
(“Bulk collection” here means an entire stream, not the relatively targeted
collection under s.702 of FISA etc., to which the new limits on the searching of
data collected in bulk do not apply).

PPD-28 applies the same principles to the handling of personal information of
all persons. It stipulates that there must be “appropriate safeguards for the
personal information of all individuals, regardless of the nationality of the
individual to whom the information pertains or where that individual resides,”
that the term “personal interest” must have the same meaning for all persons,
and that information relating to a non-US person can be retained and
disseminated only if equivalent information about a US citizen could be
retained or disseminated. The Directive does not mandate equal treatment,
providing only that “to the maximum extent feasible consistent with the
national security, these policies and procedures are to be applied equally to
the personal information of all persons, regardless of nationality”.

A limited range of “selectors” is supposed to restrict the use of data that has
been collected in bulk to searches relating to valid foreign intelligence targets
and, following the new Directive, the Director of National Intelligence (DNI)
maintains a list of the “permissible uses of signals intelligence collected in
bulk”. This list is to be “made publicly available to the maximum extent
feasible, consistent with the national security”. There are further rules on data
minimisation, dissemination, retention, security, and access, but the five year
retention period remains in place, and there is still broad scope for access and
sharing through generic references to “national security and foreign policy”
(though further high-level reviews are examining these issues).

The DNI reports to the National Security Council, whose Office of Intelligence
Programs (OIP) is supposed to provide routine oversight of the US Intelligence
community. The White House has a dedicated Foreign Intelligence Advisory
Board and various executive bodies, including the Inspector General and Office
of Management and Budget, also have some oversight powers. Congressional
oversight began in the 1970s. While the PPD did little to enhance these
mechanisms, it does suggest that in some circumstances foreign governments
may be notified if their citizens were subjected to collection, retention, or
dissemination of information in violation of the new procedures it contains.
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Moreover, a senior official of the State Department will now serve as a point of
contact for foreign governments who wish to raise concerns regarding signals
intelligence activities conducted by the US.

2.2 Rules on foreign intelligence gathering in EU Member States

Whereas US law sets out the scope and criteria for which foreign intelligence
operations are permitted, increasingly requires rudimentary judicial
authorisation for intelligence operations, and has different layers of oversight
and accountability, many of the comparative legal frameworks in European
states appear to give foreign and military intelligence agencies ‘carte blanche’
to engage in similar conduct. Direct comparisons with the US are difficult
because much less is known about practice and because the regulations that
do exist often do not contain sufficient detail about the extent to which
intelligence can be gathered on foreign citizens’ communications that originate
outside the country. For instance, in France — a country that has vast SIGINT
capabilities — there is no publicly available law that spells out the precise
modalities and safeguards that apply to the collection, analysis and retention
of foreign intelligence by the French Directorate General for External Security
(Direction Générale de la Sécurité Extérieure — DGSE).

It is also difficult to reach general conclusions about European intelligence
agencies’ SIGINT activities. In some of the EU’s smaller Member States, foreign
intelligence gathering is still the exclusive preserve of military intelligence
agencies (for example the General Information and Security Service in
Belgium), whereas the larger Member States tend to have dedicated foreign
intelligence agencies tasked with SIGINT gathering (for example the Direction
Générale de la Sécurité Extérieure (DGSE) in France, the Agenzia Informazioni e
Sicurezza Esterna (AISE) in Italy, and the Bundesnachrichtendienst (BND) in
Germany). These different institutional structures reflect different historical
and constitutional practices. In Denmark, for instance, the Forsvarets
Efterretningstjeneste (FE) is both the foreign and military intelligence service.
The UK and Sweden have dedicated SIGINT agencies (the Government
Communications Headquarters (GCHQ) and the Forsvarets radioanstalt (FRA)),
while in Spain the National Intelligence Centre (CNI) performs SIGINT activities.
In the Netherlands, both the General Intelligence and Security Service (AIVD)
and the military intelligence agency (MIVD) can task the National SIGINT
Organisation (NSO) with the collection of foreign intelligence.

Despite these variations in structure — and their different technical capacities —
laws authorising foreign intelligence gathering by European Member States are
broadly similar. A comprehensive review of every European legal act that
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regulates foreign intelligence collection and analysis is beyond the scope of this
paper, but it can still be demonstrated that these acts share similar structures
and that many countries have made similar policy choices in respect of the
regulation of foreign intelligence collection.

The collection of communications data outside the territory of the state is
authorised for a wide variety of purposes.’® These purposes broadly relate to
“national security” and cover external military threats, the prevention or
detection of serious crimes, such as terrorism and the proliferation of weapons
of mass destruction, and often include the collection of data “relevant” to a
country’s foreign policy or economic interests.

With the exception of Sweden, these laws do not clearly distinguish the
collection of SIGINT for military purposes from other purposes. They also tend
not to explicitly rule out the interception of foreign communications in bulk.™
On the contrary, supplementary provisions often compel telecommunication
service providers to cooperate with intelligence agencies in order to secure
them access to foreign communications. These agencies then filter the data
they have collected on the basis of “selectors”, which can consist of personal
data or keywords. These selectors may need to be approved in advance by the
executive, usually at ministerial level, and may be subject to periodic review by
the government or in some instances by an independent intelligence oversight
body. In Sweden, for example, a Defence Intelligence Court was established to
authorise the collection of data and the use of specific “search concepts”. In
Belgium, an independent intelligence oversight body has the power to prohibit
interceptions that do not adhere to national law. Retention periods vary for
the data that has been collected and analysed for foreign intelligence
purposes.

Some countries also have safeguards aimed at minimising the amount of data
held on their citizens. The Netherlands has a broad statutory provision
requiring the deletion of any data that has been “wrongly processed”. No
country explicitly provides for minimisation procedures or remedies for non-
citizens and there is a lack of detail regarding the nature, scale, purposes and
oversight mechanisms of foreign intelligence gathering by European
intelligence agencies. If legal frameworks are publicly available, they generally
compare unfavourably with the situation in the US after the adoption of the
Presidential Directive. If European governments want to see further limits to
the activities of the NSA and better protections for their own citizens, it stands
to reason that they need to get their own houses in order by developing,
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publicising and adopting publicly available standards that govern their foreign
intelligence collection.

3  State obligations under international law

Espionage is an accepted part of the laws of war,"? but outside of this context
international law has little to say about those instances where foreign
intelligence gathering can be seen as a potentially lawful exercise of self-
defence (in order to protect a state against the threat of armed attack, for
instance) and when it constitutes an illegal interference in a country's internal
affairs. This uncertainty does not prevent a country outlawing espionage in its
own territory, nor does it mean that there are no human rights limitations on
extraterritorial and transnational intelligence collection.

But the lack of clarity around the authorisation and scope of foreign
intelligence practices stands in stark contrast to the array of international
human rights standards that should apply to laws and policies in this area. The
surveillance of Internet activities and the electronic communications of
individuals (and of the patterns of their interactions), affects a range of human
rights protected by international (global and regional) human rights treaties.
This directly impacts on the right to privacy (or “private life”) and
correspondence, but also clearly affects other rights, including freedom of
expression, freedom of information, and freedom of association.

The main global and regional human rights treaties™ all stipulate that rights
can only be restricted or interfered with on the basis of “law”; and that such
restrictions or interferences must serve a “legitimate aim” and must be
“necessary” to achieve that aim. Secret rules — or secret guidelines on or
interpretations of the rules — that an affected person cannot know, are not
“law”.™* Neither are rules that give the authorities excessive discretion or that
fail to protect against arbitrary exercise of the powers in question. The scope
and manner of exercise of any discretion granted must therefore be indicated
(in the law itself, or in binding, published guidelines) with “reasonable clarity”
so that, again, individuals can reasonably foresee how the law will be applied
in practice.”

It is one of the hallmarks, and one of the greatest achievements, of modern,
post-WWII international human rights law that human rights must be accorded
to “everyone”. This approach was confirmed by, and under, the binding
international human rights treaties adopted to implement the Universal
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Declaration of Human Rights, including both the UN ICCPR and the European
Convention on Human Rights (ECHR).'® While positive human rights obligations
on states (to ensure, to protect, or to legislate) may not apply outside a
country’s own territory, the negative obligation not to violate (i.e. the more
modest obligation to respect) human rights applies everywhere and with
respect to everyone. As former UN Human Rights Committee member and
Special Rapporteur Martin Scheinin has observed:

The question about surveillance abroad is not whether it per se is
prohibited under the ICCPR. Obviously, it is not. The pertinent question
is whether such specific forms of surveillance that would constitute a
human rights violation if performed at home will be immune from review
under the ICCPR if performed by the same state in relation to the same
individuals but outside the national territory.”

3.1 The basic principles applied to surveillance

A joint declaration on surveillance programmes by the UN and the Inter-
American special rapporteurs on freedom of expression, which draws on the
case law of the UN’s Human Rights Committee and the Inter-American
Commission and Court of Human Rights, says:'®

[...] states must guarantee that the interception, collection and use of
personal information, including all limitations on the right of the
affected person to access this information, be clearly authorized by law
in order to protect them from arbitrary or abusive interference with
their private interests. The law must establish limits with regard to the
nature, scope and duration of these types of measures; the reasons for
ordering them; the authorities with power to authorize, execute and
monitor them; and the legal mechanisms by which they may be
challenged.

Given the importance of the exercise of these rights for a democratic
system, the law must authorize access to communications and personal
information only under the most exceptional circumstances defined by
legislation. When national security is invoked as a reason for the
surveillance of correspondence and personal information, the law must
clearly specify the criteria to be used for determining the cases in which
such surveillance is legitimate. Its application shall be authorized only in
the event of a clear risk to protected interests and when the damage
that may result would be greater than society’s general interest in
maintaining the right to privacy and the free circulation of ideas and
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information. The collection of this information shall be monitored by an
independent oversight body and governed by sufficient due process
guarantees and judicial oversight, within the limitations permissible in a
democratic society.

As the UN and Inter-American rapporteurs make clear (as did the European
Court of Human Rights on numerous occasions), there is an interference with
fundamental rights as soon as communication data is intercepted and
collected, not just at the moment data is extracted from a bulk interception
database and used in respect of the relevant person (as some governments
have suggested). As such, individuals must be protected against their data
being “hoovered” up for the purpose of analysis and data mining. This was
explicitly stressed in terms of the ECHR by Judge Zupanci¢ of the European
Court of Human Rights at the hearing into mass surveillance of the European
Parliament’s civil liberties committee (LIBE).”® It has also been stressed in
recent reports from the High Commissioner for Human Rights,”® and the
Special Rapporteur on Counter-Terrorism and Human Rights, who noted:*

By permitting bulk access to all digital communications traffic, this
technology eradicates the possibility of any individualized
proportionality analysis. It permits intrusion on private communications
without independent (or any) prior authorization based on suspicion
directed at a particular individual or organization. Ex ante scrutiny is
therefore possible only at the highest level of generality.

3.2 The applicability of international human rights treaty
obligations to extra-territorial acts of states that are parties to these
treaties??

States must ensure (or secure) the rights guaranteed by international human
rights treaties without distinction or discrimination to “everyone within their
territory or jurisdiction” or simply “within their jurisdiction” or “subject to their
jurisdiction” (ICCPR, Art. 2(1); ECHR, Art. 1; IACHR, Art. 1(1)).23 This has
consistently been the position of the Human Rights Committee, as expressed in
its views in the cases of Lopez Burgos v. Uruguay and Celiberti de Casariego v.
Uruguay,™ and as summed up in its General Comment on “the Nature of the

General Legal Obligation Imposed on States Parties to the Covenant”.”

If a state intercepts, extracts copies of, and analyses communications made by
individuals and organisations outside its borders, that “produces effects” on
those concerned, even if they are “foreigners” and not physically on the
territory of the state concerned. It is therefore difficult to maintain that if a
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state explicitly legislates to authorise such surveillance, it is not exercising its
“jurisdiction” in that respect: bringing something within its law is perhaps the
most conspicuous way to exercise a country’s jurisdiction. It can be argued that
in international legal terms, the country would be exercising both “legislative”
and “enforcement jurisdiction” (executive powers to enforce the law, including
by investigating a crime) over the data.

This would be the case even if the exercise of that jurisdiction violated the
sovereignty of another state, for example by concerning data physically located
in another country. The fact that the act was contrary to international law does
not mean that the state perpetrating the act was not bound by its human
rights obligations. However, certain states, most notably the US and Israel, do
not accept any extraterritorial effect of their international human rights treaty
obligations, in particular in relation to the ICCPR. In its 2006 Concluding
Observations on the US report under the ICCPR, the Human Rights
Committee®® urged the US to review this approach. The Special Rapporteur on
counter-terrorism and human rights concluded: “States are legally bound to
afford the same protection to nationals and non-nationals, and to those within
and outside their jurisdiction.”?’

3.3 Transnational data collection and state sovereignty

Quite separate from the duty of states to comply with their international
human rights obligations when acting extraterritorially, there is the question of
when transnational collection of data by one state from servers or routers or
other devices in another state, as part of a general surveillance programme by
the first state, is compatible with general public international law and in
particular with the principles of respect for other states’ sovereignty and non-
interference in the internal affairs of another state. We are talking here of data
being actively “pulled” from a server in the latter country by — or at the behest
of — an agency of the first country.”®

For instance, we know from the Snowden revelations that corporations
established in the US, controlled from the US, or even just active in the US, can
be ordered by the US authorities to produce such data from servers they own
or operate in other countries; and can be ordered by the US authorities to not
inform either the authorities in the countries from which they pull the data, or
the entities whose data they are handing over, or indeed the data subjects, of
such compulsory data disclosures.
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Leaving the broader, more complex issues aside,” we should note that:*® “The
governing principle is that a state cannot take measures on the territory of
another state by way of enforcement of national laws without the consent of
the latter”. More specifically, as the International Law Commission has
stated:*! “With regard to the jurisdiction to enforce, a state may not enforce its
criminal law, that is, investigate crimes or arrest suspects, in the territory of
another state without that other state’s consent” (emphasis added).

As noted above, rather than consenting to extraterritorial investigations by
foreign agents on the territory of other states, in international law
enforcement cooperation the established norm is to provide mutual legal
assistance through Mutual Legal Assistance Treaties. The transnational
collection of data by law enforcement agencies is highly contentious even
when possible under domestic law, as demonstrated by proposals to
supplement the Cybercrime Convention with a protocol clarifying that
transnational access to data, and the “pulling” of data from other countries,
without the consent of such other countries, is contrary to public international
law.*

Similarly, the post-WWII treaties between Western states on international
cooperation in relation to national security also start from the premise that —
outside of times of war — spying by one nation on the activities of citizens of
another nation is, in principle, a violation of the sovereignty of the latter
nation. That the states in question felt the need for treaties in this regard
suggests that they believe that without such treaties transnational surveillance
(outside of times of war) is unlawful under public international law. The
Western Allies equally felt obliged to enter into formal (treaty) agreements on
intelligence with the Federal Republic of Germany at the end of the WWII
occupation period.*?

Crucially, it is not enough to argue that just because many states in practice
collect data held in other countries in the absence of a treaty (either in a law
enforcement or a national security operations context) that the requirement of
consent from the target country has somehow gone away, or even that
transnational access to data without such consent from the target country is
now allowed under customary international law.** The creation of new
customary law requires not just wide state practice (and it is even doubtful
whether the practice really is that widespread) but also, crucially, opinio iuris:
acceptance by states that the practice takes place under a legal rule.
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The strong protests against transnational surveillance, as expressed both by
individual states in Europe, South America and elsewhere, and by major
intergovernmental bodies and fora such as the UN General Assembly, the
Council of Europe, and the European Parliament and Commission suggest that
transnational collection of data from a country without that country’s consent,
for either law enforcement or national security purposes, is not formally
tolerated under customary international law outside a situation of armed
conflict.

3.4 The European Convention on Human Rights

Despite the relatively weak standards on foreign intelligence collection by EU
Member States, the European Convention on Human Rights to which those
states are parties sets relatively high standards in terms of the compliance of
all surveillance regimes with the rule of law. Douwe Korff has identified the
following minimum standards, which should apply to all surveillance practices
by Council of Europe Member States:

¢ Surveillance powers must be set out in statute law, rather than in
subsidiary rules, orders or manuals. The rules must moreover be in a
form that is open to public scrutiny and knowledge. Secret, unpublished
rules in this context are fundamentally contrary to the Rule of Law;
surveillance on such a basis would ipso facto violate the Convention.

* The offences and activities in relation to which surveillance may be
ordered should be spelled out in a clear and precise manner;

* The law should clearly indicate which categories of people may be
subjected to surveillance;

* There must be strict limits on the duration of any ordered surveillance;

* There must be strict procedures to be followed for ordering the
examination, use and storage of the data obtained through surveillance;

* There must be strong safeguards against abuse of surveillance powers,
including strict purpose/use-limitations (e.g., preventing the too-easy
disclosure of intelligence data for criminal law purposes) and strict
limitations and rules on when data can be disclosed by national security
agencies to law enforcement agencies, etc.;
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* There must be strict rules on the destruction/erasure of surveillance
data to prevent surveillance from remaining hidden after the fact.

* Persons who have been subjected to surveillance should be informed of
this as soon as this is possible without endangering national security or
criminal investigations, so that they can exercise their right to an
effective remedy at least ex post facto; and

* The bodies charged with supervising the use of surveillance powers
should be independent and responsible to, and be appointed by,
Parliament rather than the Executive.”
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4  Proposals for surveillance reform

For all the shock and outrage generated by the Snowden disclosures, many of
the current questions around extra-territorial surveillance capabilities, national
sovereignty, human rights protection and the need for international
agreements limiting the interception of communications had already been
raised by the European Parliament’s 2001 report on “the existence of a global
system for the interception of private and commercial communications
(ECHELON interception system)”.>® More proposals for surveillance reform
have been tabled since the Snowden disclosures, the four most prominent of

which we draw on to help frame the discussion that follows.

First are the 13 “necessary and proportionate” principles, elaborated prior to
the Snowden revelations, which seek to codify and apply the human rights
obligations described above to all forms of communications surveillance.”’
Second are the five principles for surveillance reform endorsed by eight of the
US’s best known technology companies in December 2013, urging
governments across the world to enact measures to put them into practice.*®
Third are the 46 recommendations of President Obama’s Review Group on
Intelligence and Communications Technologies.* Fourth is the report of the
European Parliament Civil Liberties (LIBE) Committee special enquiry into the
Snowden revelations.*® A summary of the different sets of principles as far as
they relate to state surveillance of nationals of other countries is provided in
Table 1.

The four sets of principles/proposals include some broadly similar provisions,
such as an end to the limitless, “bulk collection” documented by Edward
Snowden’s documents in respect of the NSA; enhanced disclosure of the legal
authorities underpinning orders that compel companies to provide data about
their customers; increased transparency around the number and nature of
such orders; and better oversight of the agencies conducting communications
surveillance. However, the proposals differ markedly in their approach, scope
and substance, particularly with regard to forms of judicial control, the rights
of subjects of foreign surveillance, and obligations vis-a-vis data use and
minimisation. In particular, the “necessary and proportionate” principles make
no distinction between surveillance by police or intelligence agencies, or
between investigative and preventative measures, and are designed to apply
“regardless of the purpose for the surveillance — law enforcement, national
security or any other regulatory purpose”.*" They also make no distinction
between the rights of nationals and non-nationals subject to surveillance by a
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particular government, and advocate both notification of the data subject that
surveillance has taken place and full access to a judicial process enabling them
to challenge the warrant or order against them.

At the other end of the spectrum, the “company principles” make no mention
whatsoever of individual rights and assume instead that, given adequate
opportunity, communications service providers and data controllers will always
advocate in their customers’ best interests and challenge those surveillance
requests they deem to be overbroad or illegitimate. Somewhere between
these two stools sit President Obama’s review panel’s proposals to extend the
1974 Privacy Act to non-US persons — which the PPD went some way to
meeting — and to introduce a “Public Interest Advocate” into FISC proceedings.

Despite the understandable outrage directed at the NSA and White House
policymakers, it is worth repeating that this and other standards proposed by
the Review Group (and even the much weaker version adopted by the
President in the PPD) would again mean that US law has by far the most
specific and transparent statement of principles, procedures and oversight for
foreign intelligence collection. Any international attempt to raise these
standards to a higher level will have to recognise the US as the new
benchmark, and point toward tighter controls in other states.

Page 19 of 41



1 40 02 98ed

05EYEP JO UOI193]|02 ¥|Nq uo ueq
Jeuoijeusalul ue Suipnjaul ‘smej
9JUB||I9AINS |eUOlIeU 0 S98ueyd
Suidaams 4oy ||ed ,saluedwod
A3ojouyda) uipes| s,pliom

o3 sjulod . {SaNIAIIOR BIUE||IDAINS
ssew 1ayue|q 3uqiyoud

01 ‘ased ay3 19A J0U SI SIYy3

2J9YMm ‘s31e1S JaqWISN N3 dY}
pue sa1llJoyINe SN dY3 Uo S|[ed

wvco_u_m_scum

uonewJojul paasiel
Suimo|je auemyos 3uineald
J0 Ajijiqiseay auiwexs
pInoys sapuade , ‘1sa4aiul
JuswWuIaA08 Jueliodwi

ue 9AJ3S 03 paJojie}
Almouieu aq 1snw elep
yans jo 98e.03s JO UO0I123||0d
Suinjoaul swwesgoud

Aue ‘uonewuojul [euostad
a1|gnd-uou ‘paisadipun
‘ssew J/p jo a3elo1s

pue uoI329]|0d 01 pud

o PPUqIYOud

MO[9q ‘UonESIWIUIW
99s ‘pauqiyoud

uo[393]|02 y|ng

uomun ueadoun3

ay3 Jo s1ysiy |eauswepuny

40 JalIey) 3y Jo (T)¢S 3PIIY
yum ajqrredwodui si sajoym e

Se uoljualaJ elep 1ey3 Suipnjpuod
13/¥2/900¢ @A1123.1Q Uo

uogle||IA ZNJ) |BI2USD-21RIONPY
40 uoluido 01 su9a4 Hoday

o NE|

wouJy JapJo ue yum Ajuo
pajywiad ag p|noys eiep
yans o1 ssadde ‘Aned puaiya
91eald e Aq Jo siapinoud
a1eald Aq pjay si eyepelsw
Yo1ym ul wiaisAs e aonpodiul
pInoys juawuianos sn

SIS
Aoeaud siasn

YIM S92URISWNIIID
paywij utelep Joy
pasu sadue|eq 1eyl
e1ep Jasn 3so|IsIp
01 sJapInoad IDINIBS
jodwod 03 Aujiqe
,S1usWuIaA03

uo suoneyw|

Nqﬂm_u_>oa

921AJ3S 4O padinbau

90 J9A3U P|NOYS UOI123[|0d
J0 uoljuaaJ eyep Lord b

elepelaw Jo
uolualal Alolepuelp

juaweljied ueadouny

dnoig mainay eweqo

sa|dpuiad Auedwo)

9jeuoniodoud
pue AsessadaN

anss|

sresodoad uLiojaua Jo Arewrwins ;T d[qe,




Tt J0 12 98ed

£5MEl 4O 3|NJ BY3 31L|0IA S1INOD
pue SMe| 394935 1y} PIJUIAUOD

01 123[gns panssi aq Ajuo
Aew siapJo aunsodsip-uou
o~ (S9WWeIZ04d palyissepun
J04 Aduauedsueny

Jo uondwnsaid 3uois yum)
siseq Je|ngdaJ e uo s|qe|iene
apew aq 0} ejep [euostad
Jan0 puey 03 saiued paiyy
Suninbau sannuoyine [eda)
1NOge uollewJoul pa|ielap

g2liand

9Y3 03 3|geIUNOIIE

9Je SMNO0J 3y} 1By

0S Jauuew Ajpwiy e
ul s8ulns uenodwi
40 24nso|2sIp

MO|3( ‘UOIIBDIIIOU DS

sanoyine
|e8a| 40 ainsojasiq

B\Scof:m
1y3isiano/3uisuoyine ayy

Aq payniasn({ Ainp si uonenuijuod
S} SS3JUN PIJIPJO dUE(|IBAINS
Aue jo adoas pue uoneinp

Uuo S| 11IS  F3duId0UU

4o uondwnsaud ay3 pue ‘Adeaid
‘uoldao.d ejep spaedal se sysiy
UBWNH UO UOIIUAAUO) ueadouny
93 JO SpJepuels ay} yum

aul| ul ‘Aduasedsueuy pue ssadoud
anp ‘Ajljeuonniodoud ‘Ajissadau
‘Anjes8a| Jo sajdipunid ayy 10adsau

<JSI4 840494 s1sa.31Ul
$3113qI| |IA1D pue Adeand
1U3saudaJ 03 91eI0NPY
159.431u]| 21|gnd Jo uojusod
91B3UD | [SIIPIO BAIINIDXD
pastoyine Ajuadoud

J0 sme| pardeus Ajnp

mmmmwooa
|eliesianpe

ue apnjul

pue juspuadapul
9q p|noys

S3N02 SuiMainaJ

2gP343pISU0D Ud3q daney
sanbiuyaal aAe3IsaAul
SAISBAUL SS3)| 3|CB|IBAR JBY3I0
1ey1 Sulystjqeiss jo ajqeded
Anioyine jualadwod pue
‘lenJedwi ‘quapuadapul ue

]0J3U0D [eRIPN[

passalppe 10U

H.L,\Gm>_5

J0 9A13093104d pue daAI3944D
1500 ‘9|qel|a4 Ajjeonisiiels
aJe sswwedsdoud Suiuiw
-ejep pue eyep 3iq Aue

183 9JNSUD 0} SUBWISSISSY
1eduw]| sa1uaqI |IAD

passaJppe 10u

passalppe 1ou

Suiuiw exreqg




T Jo 2z 98ed

U
9Y3 J0 9dueusan08 4oy 3|dipund
|eaaua8 se 1dadxa passalppe jou

01 10V 10l11ed JO QTS Ul
SUaZI1d SN 404 UOESIWIUIW
e1Ep UO Ssuoisinold puaixe

passaippe jou

Aue pue juens|as Ajgeuoseau
Sl 1eym 0} pauluod
90 1SNW PassadIe elep

uonesiwiuiw eyeq

gouonedyou
J9sn Jo ajdpund ay3 10adsau

pasesiaua jou

passaippe Jou

,oP3s1oYINe S| ddue|IdBAINS
9y1 ya1ym Joy asodind

ay1 asipsedoal AjsnoLias
P|NOM UOI1BI1}110U SS3|UN
|eadde 01 wayl s|qeua

0] UOI1BWJOJUl PUE W}
ySnous yum adue||IdAINS
suoleslunwwod Suisiioyine
SUOISI29p JO paljIIouU

99 pInoys sjenplaipul

s109[gns
e1Ep JO UOIIBDIHIION

4o¥dJD1 3y Japun
s|enpiAlpul Aq sjuie|dwod 4oy
3uimol|e 020304 |euonnd ay3
u8is 01 pue ‘suaziyd SN 4o sy3u
yum Sunooy [enbs ue uo suaznid
N3 40 s3y31 Ind 03 ‘SuaZIHD

N3 404 ssaupad |edipnf oy
apinoad 03 ‘suazild NI 40 sysu
Jay3o pue Adealud ayy asiudodal
01 se 0s Aejap 1noyum uone|sisa)
9SIA9J 03 SN dY3 UO S|[ed

mmﬂcwEEgom

paljje Ajaso)d jo Jaquinu
||BWS B Y}IM SUIZIHD
SJ3Y30 Yyoea 03 303dsaJ yum
s92130e4d pue saulapind
U0I329]|02 JUd
SuipJedas sjuswaduelse
Jo s3ulpuejsiapun
aJojdxa pue  suosiad
SN-uou pue suosiad

SN yloq 01 1y Adeand
¥.L6T Aldde pjnoys osn

i

passaippe 10u

o241 ueWINY
03 J23uep 4O Sl JUBUIWWI
S 249y} uaym Aduadiswa
J0 sased ul 1daoxa

‘me| Aq paysijgeiss |eunqui
|enJedwi pue uaadwod
‘uapuadapul ue Agq swiy
9|qeuoseals ulyum Sunesy
J11qnd pue Jiej e 0] ss920€

JUe||I9AINS USISJ0}
40 s193[gns o sy3iy

olenoadde

-24 |epipn( anoyym sAep
08T uey3 Ja8uoj ou 4oy 1se|
pue spunoJs a|qeuoseal
Jo Buipuyy jedipn|




T Jo €2 98ed

8uoJ1s) Adewni8a| a13eIo0WAP | Ysi|geIsa pjnoys aduadi||au| 0gS9dueleq Aduauedsuesy ainsus 1eyl
4109 uo paseq aq p|noys |euonen Jo J0123.iq pue sy29y2 Suouls swisjueydaw juapuadapul 1y31s49A0
,,549pJo
yons inoge ejep |essauad
siseq Je|n8aJ e uo 350|IsIp
Ajdrjgnd pjnoys juswulanosd
o,-Aan23s euoneu
Ja8uepua $aJnso|asIp 1.y
uonesisuowsap Suljjadwod
sayew juawulanod | Aplgnd elep siyy
$S9)UN Pa31IdYe SI3Sh asojosip Apdwoud
JO JaqWINU puUE UOIIBWIOHUI os|e p|noys
J0 sa110891ed |esauald sjuswulanos
g, SPOINIBS ‘yum paldwod Jaquinu ‘uonew.oyul
SUOI1EJIUNWLIOD3|9) PUB | Y3 ‘SI9PJO YdNS Jo Jaquinu Jasn Joj spuewap y,20Ue||IdAINS
9UI|UO 40} SUOIIIPUOD PUE SWB) 9Y3 1N0Qe UoI1eW.IOo)UI juswuIaN08 suol1eIIUNWWOD
|esaua8 pasipJepueis uo |esodoud |esauas siseq aipotsad JO aunjeu pue 0] JUBAS|3J UOI1_W.IO4UI
N3 404 S||ed ‘Swud) |esauald e uo aso)asip Apiignd | saquwinu ayy ysignd J3y10 pue suodau diporiad
ul Asuasedsueuy 01 s194aJ Ajuo Aew siapJo jo syualdidal 03 saluedwod ysijgnd o1 syuswuIaN03 Aduauedsued]
¢SOl
S} 40 SN 9y} Jo Ajundas
|euolleu ay3 Sundaoad /Y9N3 sem uonesiioyine
0] JUBA3|3J SI UOIleWJOJUL ya1ym Joy asodund
9y ssajun suosJad Joj pasn pue Ajuoyine uonenwi|
SN-UOU 1NOQe uollew.ojul paydads ay1 Aq passedde | asodind/uoissiwsuely
passaJppe j0u 1O uoneujwassip ou passalppe 10U | 99 Ajuo ued elep adue||IdAINS piemuQ

NEREETENVEENER

40 s323[qns ||e 03 suoisinoad
SpuaIxa A|9A1103)4 82-Add
‘s191197 AJundas |euoneN

6ol ENPIAIPUI
pajoedwl 3y} 03 pauinial o
paAouysap Ajpdwoud aq 1snw
P9303]|02 UOI}BWIOJUI SSIIXD




Tt JO ¥Z 98ed

memu_\_m_\:m__._mo_

9A1103dsau 419y} 03 uoiediqo
3uipiodal e pue ‘syusawuianod
9A1303dsaJ J19Y3 SIA-B-SIA
9duapuadapul 10143s ‘asi34adxa
|E31UYI3]} PUB S3IINOSI
91enbape ‘uonedosiaiul

40 s1amod Jo 13S 3SNgoJ e ‘SHSIA
9}IS-U0 1oNpuUoI 03 Joamod apnjaul
pInoys . ‘saijiqedes [ea1uydal
9y3 Jenojyed ul ‘yloq yoe|
Ajjeo1rewelp salpog 1ysisiano sn
pue N3 ua.und jo Ayloflew ayy —
9s14adxa pue Alljiqeded |eajuyaal
9lenbape pue (uoledlylusn

1sod X3 pue uoljeslioyine

21Ue X3 “JJomawedy |esa)

1g599RIWW0od
92uadi||91ul [euoIssaISuo)
3y} yum paseys

90 03 JosIApY A1indas
|euolleN ay3 03 anssi

SIy} uo Jodal |enuue ue
aJedaud pjnoys asuadi||au|
|euollen 40 40322410 Y3}
‘pua siy1 o] ‘suayewAhdljod
JOJUDS JO SUOIIRUIWIIBP
9Y1 Y}IM 1U33SISU0D

aJe Aay3 aunsua 03
Anunwwo) 3suadi||au| 3yl
10 S3I1IAI30E UOIIBUIWIISSIP
pue uoI329]|03 3y}

JOj|UoW 0} Wisiueydaw e

ﬂm._m\soa pue sanbiuysay
92UE||I9AINS SUOIIBIIUNWWOD
40 9d0ds pue

9sn ay3 1noge uolewloul
3uiysignd Ajieandoe

pue Ajjuasedsueuy usaq sey
91€1S 9y} JOaY1aYyM 21en|eAs
0] ‘uollewJoul palyIsse|d 1o
19423s 03 ssa22%e ‘ajeludosdde
2Jaym ‘Buipnjoui ‘suoiyoe
91e1S 1n0ge uoljew.ojul
jueAd|ads Ajjennualod

||e ss22e 01 Alluoyine ayy
aAey pue Ajljigeiunodoe pue




5 Aroadmap for multilateral standards

We have shown that there is a vast gulf between national SIGINT practices and
international human rights law, significant variations among the national legal
frameworks governing such surveillance (which range from inadequate to
wildly inadequate), and numerous unmet demands for surveillance reform.
The global political and economic pressure generated by the Snowden
revelations provides us with an opportunity to modernise standards across the
democratic world in a manner that respects privacy and accounts directly for
the way that information technology is transforming social and material life,
and with it the capacity for surveillance.

This opportunity will be missed, however, unless attempts are made to
establish a genuine multi-stakeholder process that seeks to bridge the gaps
between the views of different interest groups and the silos in which they
continue to work. More research, new ideas and much discussion is required,
but it is clear already that the lacuna in human rights protection caused by
foreign intelligence gathering and exchange can only be addressed through a
transnational process anchored in common goals and shared objectives. To
kick-start this process we suggest focusing specifically on three simple yet
unanswered questions, initially as far as they relate to SIGINT collection and
the privacy rights (or lack thereof) of foreign nationals/non-citizens:

i.  What laws and procedures authorising surveillance should be put in
place?
ii. What rules should govern the operational practice?
iii.  What methods of oversight and accountability should apply to these
laws and practices?

These questions reflect the existing structure of surveillance policy and
practice in most countries and can be answered by considering what
intelligence agencies should be allowed to do, how they should be allowed to
do it, and how their actions should be scrutinised and held in compliance with
fundamental rights and democratic responsibilities.

5.1 Laws and procedures for authorising surveillance

Any discussion of when surveillance may be authorised in a rule of law
framework begins with an assessment of its impact on individual, civil and
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political rights. In open and democratic societies any infringement upon these
rights can only be justified on the basis of the greater societal need. Historically
we have become accustomed to a high bar: that is, judicial authorisation based
on probable cause and due process demonstrating that the interception of
communications is necessary and proportionate to the nature of the offense or
conduct being investigated. As we have shown, the interception of foreign
communications by intelligence agencies in the Internet age has a much lower
threshold. Three fundamental issues must be addressed in order to establish a
clear procedure for seeking authorisation: the justification, scope and scale of
communications surveillance for SIGINT purposes.

The first issue is the specific national security purposes for which surveillance
may be justified. The US’s Presidential Policy Directive of January 2014 offers a
point of departure insofar as it moves beyond the mere ‘relevance’ to national
security or foreign policy standard which has long provided a catch-all
justification. But there is still a big gap to the bright lines of international
human rights law, which makes clear that any interference in the right to
privacy on such grounds must be legitimate, proportionate, narrowly
proscribed and necessary in a democratic society.

The second issue is the standard of privacy protection that applies
extraterritorially to the communications of persons subject to foreign
intelligence collection. Most states appear to routinely ignore the privacy
rights of persons affected by SIGINT collection, and current law and practice
relies overwhelmingly on distinctions that technology has rendered more
difficult if not impossible to draw, between internal and external
communications, citizens and non-citizens, content and traffic etc., all of which
have the effect of imposing a lower standard of protection for communications
data relating to foreign nationals. It is clear that international law places an
obligation on states to recognise the right to privacy and security of
communications of foreign surveillance targets, but a fierce debate now rages
among international jurists as to the precise nature of those obligations and
the best way of demarcating them within the international legal order.
However, even if some clarity is provided by the United Nations Human Rights
Council, it will still be left to Member States to meet these commitments
through domestic law and policy. How can this be achieved and what
standards will apply?

In Europe, much of the debate about how to protect European citizens from
the foreign intelligence gathering operations of the US has come to rest on EU
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data protection law, which requires foreign companies and third states
processing data that originates in the European Union to apply an adequate
standard of protection for that data. The US is now unusual in explicitly
offering any kind of guarantee to respect the privacy of foreign persons subject
to its foreign intelligence gathering operations, but these protections are to an
explicitly lower standard than those afforded to US persons. This issue has long
hampered EU-US cooperation in the area of counter-terrorism, and following
Snowden’s revelations now represents the greatest impasse between the US,
which has steadfastly refused to amend its privacy framework, and many in the
EU who demand equal treatment and the possibility for European citizens to
seek redress for violations of privacy. In leveraging data protection in this way,
the EU is essentially advocating for foreign nationals to be able to complain to
privacy commissioners or surveillance courts, where these exist, about foreign
intelligence operations that affect them. Although EU data protection law
provides for a reciprocal complaints mechanism, many intelligence agencies in
Europe are effectively beyond the scope of national data protection
authorities, and it is doubtful that all EU Member States provide redress where
foreign or military intelligence is concerned (though the Investigatory Powers
Tribunal in the UK has considered complaints from non-nationals against
GCHQ’s bulk collection programmes).®*

An alternative to a top-down standard is for cooperating states to limit SIGINT
collection within agreed geographical areas in favour of a commitment to
MLATs based on due process and a greater degree of protection for one
another’s citizens. But even in the European Union, where mutual recognition
and cooperation between different jurisdictions is most developed, the larger
powers clearly retain a strong preference for unilateral intelligence gathering
capabilities. which undermines precisely the trust needed for states to commit
to greater police and judicial cooperation in sensitive areas like counter-
terrorism. Like the proposed “no-spy” agreements, such cooperation
mechanisms raise the prospect of two or even three-tier protection systems,
where a state’s own citizens enjoy the highest level of protection, the citizens
of friendly states enjoy reciprocal guarantees, and persons located in the rest
of the world remain largely unprotected. In this scenario, the broader goal of a
rights-based international standard for protecting the privacy of foreign
nationals remains elusive.

The third issue is the amount of surveillance that is allowed. In the absence of
meaningful standards, the authorisation for SIGINT operations in many nations

appears to be almost automatic, allowing the interception, storage and
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subsequent analysis of that data as long as it is “relevant” to the national
interest. This is where the largest disjunct between international human rights
norms and the existing regulation of surveillance powers is located: SIGINT
agencies have essentially been allowed to decide for themselves how much
data they need in order to fulfil their mandates, and they have become
accustomed to collecting this data.

This practice, and the discourse around it, is typically framed in terms of
looking for “needles” in data “haystacks”; a narrative which views bulk
interception and data storage as an a priori legitimate tool in effective
intelligence operations and not an infringement of individuals rights per se. It is
further assumed by the intelligence community that the infringement of the
data subject’s rights takes place only at the point at which their data is
retrieved from the “haystack” on the basis of a search term, keyword or other
selector. At this point the justification for privacy violations is reduced to a
matter of SIGINT operating procedures.

As shown above, this position cannot be reconciled with international human
rights law, and most stakeholders agree that the bulk collection programmes
revealed by Snowden are unacceptable. The UN Special Rapporteur on
Counter-Terrorism and Human Rights went as far as to call them
“indiscriminately corrosive of online privacy and imping[ing] on the very
essence of the right guaranteed by article 17. In the absence of a formal
derogation from States’ obligations under the Covenant, these programmes
pose a direct and ongoing challenge to an established norm of international
law.”%

If we start from this principle, the challenge then is to think through the
contours of legitimate intelligence gathering in today’s increasingly data-driven
world. Any discussion about the authorisation of SIGINT operations and access
to communications systems overlaps with debates about private sector
mandates for ‘data retention’, i.e. the imposition of obligations on service
providers to retain metadata for law enforcement and security purposes. The
NSA review panel proposed an end to the bulk metadata collection by the NSA,
but suggested instead that service providers should keep data for 30 months,
with access controlled by the surveillance courts. The EU has moved in the
other direction. Its Court of Justice determined the EC “Data Retention”
Directive, and the principle of keeping data for 6-24 months, on the basis that
it might later prove useful to police and security agencies, to be an
unacceptable intrusion into a fundamental right, which is compounded by a
lack of safeguards.®®
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The need for some standards in this area is underscored by the tension that
arises when one country has retention and access policies that violate the laws
of another. Such standards must therefore address both the powers of
national security agencies and the specific role of private sector actors
mandated by law to participate in SIGINT operations, including the appropriate
legal procedure for responding to intelligence requests.?’

5.2 Rules governing intelligence practice

The second key element of privacy-conscious intelligence reform is
enforceable standards that restrict authorised surveillance operations to their
intended purpose and that guard against abuse. This includes rules on the
minimisation of data collected during a legitimate operation, limits on what
the data can be collected or used for, provisions for the deletion of data not
relevant to an investigation, and provisions for retaining data. This set of
criteria should also address conduct that should be prohibited or more tightly
controlled such as the undermining of encryption protocols, the use of “zero-
day attacks” and the sharing of data internationally where this would have the
effect of circumventing domestic privacy safeguards.

With respect to minimisation, broadly comparable standards for operational
data protection in the police sector do exist in most democratic countries, and
part of the challenge is to effectively extend and apply those standards to the
largely unregulated realm of foreign intelligence gathering. The basic
provisions in the PPD provide a point of departure for this exercise. More
complex is the “big data” dimension of the SIGINT framework and the issue of
how analytical tools capable of profiling entire personal networks can be
regulated or minimised. In this context we should take seriously, as did
President Obama’s Review Group, the possibility that technology could
ultimately minimise infringements of privacy by performing certain techniques
in ‘real-time’, thus reducing much of the need for bulk interception and
storage.

With respect to conduct that should be prohibited, the Snowden documents
revealed many of the operational practices of US and UK intelligence agencies,
but comparable information for other countries is not available. Nevertheless,
a case-by-case assessment of the legitimacy of the actions that have been
revealed can be used to inform standards internationally. More general
concerns about the purpose of surveillance — economic espionage and
‘political policing’ for example — can also be addressed. The US’s Presidential
Policy Directive appears to provide a straightforward prohibition on economic
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espionage but does so only by ruling out the collection of information for the
purpose of gaining a competitive advantage for US business, thus allowing the
ongoing surveillance of economic actors for national security purposes.

There is a geopolitical dimension to these issues as well, as evidenced in
debates over the existence and extension of “no-spy” agreements, raising the
prospect of groups of countries agreeing to limitations with respect to one
another’s territories and/or citizens. The European Parliament goes so far as to
suggest that the EU principle of “sincere cooperation” requires that Member
States refrain from conducting intelligence activities in other Member States'
territories. Obama’s Review Group proposed a set of criteria for negotiating
special arrangements covering these issues with third states.

5.3 Methods of oversight and accountability

The third element of communications surveillance reform is the methods of
oversight and accountability that should apply to these laws and practices.
Even if detailed new laws restricting the authorisation of surveillance
operations and strict operational procedures for their conduct were to be put
in place, the age old question of ‘who watches the watchers’ requires
substantial thought and novel application. Despite comprising the majority of
the work undertaken by intelligence agencies, SIGINT is subject in many
countries to minimal oversight. This is due to the reasons outlined above, as
well as to the outdated notion that SIGINT does not affect citizens or domestic
communications. So what role should the executive, judicial, and legislative
branches of government play with respect to the operations and activities of
SIGINT agencies?

There is growing acknowledgement that existing models of oversight and
accountability have failed completely to ensure that surveillance is both
properly authorised and legitimately practiced, but there is no consensus on
what constitutes best practice in terms of SIGINT collection. This is hardly
surprising given the difficulty of applying these precepts to organisations that
are shrouded in secrecy and fiercely resistant to change.

Two issues in particular must be addressed. First is the role of the judiciary —
both in authorising intelligence collection and, as noted above, reviewing the
legality of specific operations and programmes. In the US, the Review Group
proposed the introduction of an adversarial counsel into the FISA court, or
some other form of ombudsman to guard the public interest. Many European
states do not even have clear legal processes in which such offices could
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participate.

Second is the capacity for legislative review and democratic oversight within a
classified environment. This issue is intimately related to the resources
available for oversight, the technical competence of the reviewers, the
avoidance of regulatory capture (of the overseer by the overseen), and the
intractable difficulty of imposing any mechanism for international oversight of
national intelligence agency cooperation.

The Civil Liberties (LIBE) Committee in the European Parliament has called for
“minimum European standards or guidelines on the (ex-ante and ex-post)
oversight of intelligence services... including the issue of oversight bodies being
considered as a third party under the ‘third party rule’, or the principle of
‘originator control’, on the oversight and accountability of intelligence from
foreign countries”. This is the principle that prevents intelligence agencies
disclosing the source or content of information received through bilateral
cooperation. It undermines in practice the potential for oversight, because it
prevents any review whatsoever of international exchanges of intelligence
data.

The LIBE report calls on EU Member States to establish the power for oversight
bodies to conduct on-site visits of intelligence agencies, interrogate senior
officials and ensure strict independence of inspectors from their respective
governments. For such functions to be credible in the eyes of the public,
standards for transparency and reporting requirements, including the methods
used to correct instances of non-compliance (whether malicious or otherwise),
must also be developed.

Because the vast majority of data relevant to foreign intelligence collection is
gathered, stored, processed and transmitted by private companies,
frameworks for oversight and accountability must be broadened to encompass
these entities, who find themselves effectively sandwiched between their legal
obligations to provide data to national security agencies on one side and their
users’ reasonable and legitimate expectations with regard to their right to
privacy on the other. This situation is particularly acute for US companies,
whose data represents a highly disproportionate share of the world’s Internet
traffic.® Their role is further compromised because even when they provide
networks and services that are entirely outside the US, they remain subject to
us law.*

Transparency is an essential part of any oversight system and provides a good
foundation for public accountability more broadly.”® In the past few years,
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some Internet service providers have begun publishing comparative
international information about government and law enforcement agency
demands for their users’ data.’’ Since the Snowden revelations, more
companies have begun producing transparency reports, and those already
doing so have petitioned the US government to let them publish information
about their hitherto secret dealings with the NSA. The US government is now
cooperating with the private sector to permit some level of transparency with
aggregate figures.

The key question is whether the current model of aggregated transparency
reporting can provide sufficient detail to allow the public to ascertain the true
extent of surveillance practices and the extent to which the private sector is
pushing back against undue or overbroad requests. Whether companies are
resisting (and failing in secret) or whether they are not, what policy changes
would incentivise legal departments to push back on dubious requests for
customer or traffic data?

A final, related issue is the steps that data controllers should take to protect
data from unauthorised access. It is widely accepted that a failure on the part
of key service providers to fully encrypt communications flowing between their
data centres has enabled intelligence services to intercept personal
information on an unacceptable scale. Some companies have already
implemented new standards or announced their intention to do so in future.
The Obama Review Group and European Parliament reports are both firmly
behind mandatory minimum levels of security, including encryption on both
commercial services and communications networks. In terms of policy choices
were strong encryption to become widespread, practice in this area inevitably
begs the question whether, and if so under what circumstances, companies
should be legally compelled to hand over encryption keys.
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6  Nextsteps

Governments on both sides of the Atlantic have strong political and economic
interests in repairing the damage caused by the Snowden revelations to the
development of a rights-based Internet that is valued as a trustworthy
information system. Yet despite the severity of the consequences, current
political responses have focused either on consolidating power over
information networks at the national level (technological sovereignty) or
finding a way to manage public alarm while allowing intelligence agencies to
continue to operate as before. Many governments will adopt both of these
approaches and deepen the problem. Without better answers, we risk
diminishing the value of the Internet as a public good, the sanctity of civil and
human rights in a digital world, and the commercial imperative of trustworthy
online markets.

The European Parliament’s report notwithstanding, the loudest response from
the EU has been economic rather than political. Among the most common
reactions is a threat to extract penalties from US companies doing business in
Europe who do not comply with EU data protection rules, a position that will
continue to affect negotiations on the Transatlantic Trade and Investment
Partnership, the EU Data Protection Regulation, the US’s status as a “safe
harbour” and the existing EU-US agreements on the exchange of Passenger
Name Records (of airline travellers), and SWIFT data (on international financial
transactions). While these agreements are rightly being leveraged to advocate
higher privacy standards, they cannot solve the fundamental problems
engendered by a lack of trust in foreign intelligence gathering capabilities and
unilateral decisions about what is and is not acceptable.

Even the European governments most critical of the US have been unwilling to
reveal the nature of their own intelligence gathering practices, or commit
themselves to the specific, rights-based standards that they demand of
Washington. None have stepped forward with a clear proposal for bringing
communications surveillance under the rule of law and protecting privacy
across borders. Nor have any national movements emerged of political and
economic stakeholders united around a pragmatic call for reform. Silicon
Valley has been quick to call for government reform but is less sanguine on the
digital rights aspect of that agenda. Civil society needs to show how the
principles for necessary and proportionate communications surveillance can be
applied in practice to legitimate national security operations.
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It is logical that this kind of coalition building should begin in Germany. It is the
most influential country in the European Union, and the outrage over the
Snowden revelations presents the best opportunity for initiating a reform
effort and championing a common standard among European states. The
German government has been among the most outspoken in its demands for
restrictions on the NSA, particularly in the wake of revelations that the German
Chancellor was a personal target of surveillance. Germany is also a recognised
leader in commercial data protection and German technology companies have
been quick to develop “made in Germany” cybersecurity products.

The government in Berlin has launched a parliamentary investigation, and the
political energy that has animated the public debate over the Snowden affair
continues unabated, refreshed by every new revelation published in the
Guardian or Der Spiegel. For the majority in Germany, the NSA is a serial
violator of human and civil rights, and these excesses fit into the narrative of
American overreach in the name of counterterrorism that includes torture,
Guantanamo Bay, and unrestricted drone assassinations. If organised around a
policy agenda, these politics could fuel a German-led coalition within the EU
that is strong enough to change minds in Washington. Germany has a unique
combination of political power in Europe, commercial interest in strengthening
its digital economy, and international integrity on issues of data privacy and
human rights. The circumstances are ripe for leadership to step forward in
Germany and link up with parallel movements in Europe and beyond to
present a strong and credible alternative to Washington leaders locked in a
post-9/11 security mindset. If Germany were to show leadership on domestic
reform, it could provide a model for the EU, and in turn the basis for a
transatlantic agreement and an international norm.

The EU and US already have a particularly close relationship in the areas of
economic and security cooperation, and since 9/11 have reached a dozen
agreements on police cooperation, surveillance, mutual legal assistance and
data protection. Ultimately, the two sides will have to resolve the issues raised
in this paper if existing EU-US cooperation is to be maintained or deepened.
One potential framework for the approach to the US is the “New Transatlantic
Agenda” (NTA) between the US and EU, stemming from the 1990
“Transatlantic Declaration”. With sufficient political will this framework could
provide a starting point for the adoption of multilateral agreements limiting
communications surveillance and ultimately serve as a model for the rest of
the world. In the short term, these issues could be taken up by a core group of
EU Member States, resulting in some kind of ‘minilateral’ agreement that can
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gradually be extended to other countries. It is hoped that this paper can serve
as a basis for deliberation, the formation of a policy agenda, and a rallying
point for a multi-stakeholder reform coalition.
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